Common scams you need to avoid
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Purchase Scam

In a purchase scam, the victim pays in advance for goods or
services that are never received, which they advertise at a low
price to attract buyers. These scams usually involve the victim
using an online platform such as an auction website or social
media.
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Investment Scam

In an investment scam, a criminal convinces their victim to
move their money to a fictitious fund or to pay for a fake
investment. The criminal will usually promise a high return to
entice their victim into making the transfer.

Adverts on social media usually offering unrealistic returns, and
letters are also used heavily in investment scams.
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Romance Scam

In a romance scam, the victim is persuaded to make a payment
to a person they have met, often online through social media
or dating websites and with whom they believe they are in a
relationship.

Fraudsters will use fake profiles to target their victims to starts
a relationship, which they will try to develop over a longer
period. Once they have established their victim’s trust, the
criminal will then claim to be experiencing a problem, such as
an issue with a visa, health issues or flight tickets and ask for
money to help.
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Advance Fee Scam

In an advance scam, the fraudster tells the victims that a fee
must be paid to release the funds or goods, however, when the
payment is made, the promised goods or money never
materialise. These scams often begin on social media or with an
email, or a letter sent by the criminal to the victim.
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Invoice & Mandate Scam

In an invoice or mandate scam, the victim attempts to pay an
invoice to a legitimate payee, but the criminal intercepts
emails, claiming that the bank account details have changed,
and convince the victim to redirect the payments to an account
they control.
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Impersonation: Police/Bank Staff/Others

In this scam, the criminal contacts the victim purporting to be
from the police or the victim’s bank and convinces the victim to
make a payment to an account they control.

These scams often begin with a phone call or text message,
with the fraudster claiming there has been fraud on the victim’s
account, and they need to transfer the money to a ‘safe
account’ to protect their fund. However, the criminal controls
the recipient account. Criminals may pose as the police and ask
the individual to take part in an undercover operation to
investigate ‘fraudulent’ activity at a branch.
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